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Global Cost of Ransomware

Source: https://cybersecurityventures.com/global-ransomware-damage-costs-predicted-to-reach-250-billion-usd-by-2031/
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Ransomware Era
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Adversary Trends
• Rapid Weaponization
• Knowledge of Victims
• Fileless Malware
• Increased Automation



Top 4 Initial Access Methods

Phishing
T1566

Compromised 
Accounts

T1078

External 
Remote Svcs
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Public Facing 
Apps

T1190



Higher Education 
Heavy Hitters



AvosLocker



The Basics
• First appeared in 2021
• RaaS model
• Double extortion
• Phone calls and DDoS attacks
• Monero payments preferred
• 10-25% premium for Bitcoin

• Performs reconnaissance



The Basics (Cont.)
• Exploits internet-facing apps with compromised 

creds for initial access
• Depends on skillset of the actor

• Infects Windows and Linux
• Optional command line arguments to enable/disable features
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The Basics (Cont.)
• Creates a mutex object to avoid re-infection
• Maps accessible drives and enumerated files in directories
• Encrypts files while creating a ransom note in every directory
• Observed cases use the following file extensions:
• .avos
• .avos2
• AvosLinux



Ransom Note
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Initial Site to Contact Threat Actor(s)

• Ransom note 
link directs users to 
this Onion website
• Victims prompted to 

enter unique ID
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• Upon ID submission, 
victims are redirected to 
this payment site.
• Countdown
• Test decryption
• Payment Information
• Support
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Vice Society



The Basics
• First observed in 2021
• Double extortion
• No unique ransomware variant
• Latest payload is a Zeppelin variant

• Exploits internet-facing apps with compromised creds for 
initial access
• Perform reconnaissance
• TTPs difficult to quantify



The Basics (Cont.)
• Exploiting PrintNightmare
• Variety of tools to move laterally
• "Living off of the Land" Techniques
• Maintain persistence by:
• Leveraging scheduled tasks
• Creating undocumented autostart Registry keys
• DLL side-loading



Ransom Note
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Example of Vice Society's Data 
Leak Site
• Victims referred to as "Our 

Partners"
• Areas blacked out are victim 

info
• Company Name
• Logo
• Website
• Mission Statement

© Bleeping Computer, 2022



IOCs
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IOCs (Cont.)
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AlphV/BlackCat



The Basics
• First observed in 2021
• Compromised creds for initial access though not exclusively
• Each build is victim-specific
• Unique info hard-coded into the binary at compile time

• Difficult to share samples due to the uniqueness
• Uses Windows Task Scheduler
• PowerShell scripts/Cobalt Strike for initial deployment
• Steals any data stored on the cloud



The Basics (Cont.)
• Rust programming language
• Targets and encrypts Windows and Linux devices and VMWare 

instances
• Self-propagation
• Can bypass UAC



Ransom Note
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To Pay or Not to Pay…..
• Repeat Attacks
• Double, Triple, & Quadruple Extortion
• Reputation of the Ransomware Author
• Likelihood of getting the decryption key (WannaCry)
• Does the decryption key work? (NotPetya)

• Insurance considerations



Best Practices
• Mitre ATT&CK Framework
• CIS Control Framework
• Incident Response
• Policy
• Plan
• Playbooks

• Principal of Least Privilege
• Asset Management
• Baseline network behavior

• Workshops/Tabletops
• Threat/Intel/Best Practices Sharing
• Network Segmentation
• Backups –
• Air Gap & TEST!!!

• Multiple copies of critical data and 
servers in different physical locations
• Vulnerability Management
• MFA



Guidance
• REN-ISAC Peer Assessment
• CISA Ransomware Readiness Assessment
• CISA Cyber Hygiene Services
• Alert & Advisories with IOCs
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CIS Control Framework
• Where To Start?
• ● Focus on the basics! Start with IG1
• ● Know your asset inventory (CIS Control 1 & 2)
• ● Protect your data (CIS Control 13 & 14)
• ● Securely configure your assets (CIS Control 5)
• ● Patch and update (CIS Control 3)
• ● Scan for vulnerabilities (CIS Control 3)
• ● Have backups – protect and test them (CISControl 10)
• ● Train your workforce (CIS Control 17)
• ● If all else fails...have a plan! (CIS Control 19)
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