
GIdLab:  Experimentation Lab for Trust and Identity RD&I Projects

Michelle Wangham
RD&I Advisor at RNP



“When you need to innovate you need 
collaboration” - Marissa Mayer
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GidLab Service



IdM Services
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Motivation

Setting up a proper IdM
infrastructure 

Arduous  and time-
consuming

Discard their exploratory 
environments



Experimentation
Laboratory

Scalable

Distributed

Reliable

Controlled

Developing applied research 



RD&I consultancy with a tailor-made lab

Open infrastructure

Set of AAI ready to be used

What 
GIdLab
offers?



Researchers from RNP 
projects 

RNP’s developers

Other HEI researchers 
from Brazil and Latin 

America

Who can 
use the 
service?



Our brief history...

2013 2017 2018 2022

Went live GIdLab Service Eduroam tesbed
Technology 

Exchange

98
projects



Scholarship students

Lucas Couto (UFF)Airton Ribeiro (UFV)

System Analyst

Fiterlinge Sousa (RNP)

Academic coord.

Michelle Wangham
(UNIVALI/RNP)

R&D coord.

Carolina Felicissimo 
(RNP)

Collaborating researchers

Felipe Cardoso (IFSC) Sarom Torres (BrainyIT) Allex Magno (Adyen) Edelberto Franco (UFJF) Emerson Mello (IFSC)

Service Manager

Gustavo Dias (RNP)

GIdLab Team



Roles and responsibilities

manages the resources needed to offer the serviceService Manager

acts as the owner of the service, keeping academic execution in 
line with the RNP strategyR&D coordinator

guides the activities of students in carrying out the experimentsAcademic coordinator

operation aid, acquiring and structuring knowledge from projects.System Analyst

carry out academic activities (experimentations)Scholarship students

act as volunteers in project orientation and technology transfer 
activitiesCollaborating researchers



GIDLab Infrastructure



GIDLab Infrastructure

TESTBED

SATOSA

Playground



CAFe Expresso



Eduroam Testbed

FLR

eduroam-flr.gidlab.rnp.br

Federation Level RADIUS Server

TLR

eduroam-tlr.gidlab.rnp.br

Top-level RADIUS Server

eduoram-local1.gidlab.rnp.br

IdP-local1 RADIUS Server

eduoram-local1.gidlab.rnp.br

IdP-local2 RADIUS Server



GIDLab:Virtual Machines

42 VMs

PoPs
IDC

5 VMs
AWS



How to use the GIdLab service?

Send a 
email to

register a 
project 

Schedule 
alignment
meeting

Technology 
transfer

and
alignment



Project/service management

TopDesk

Trello

Slack (GidLab team)

Google slides, GoogleDocs

GitLab (public and private)

Wiki (internal documentation)

RNP WebConference (recordings)

Agile project management 
with Kanban



Experimental Projects



98 Experimental Projects (10 Years)



Statistics

75% CAFe Expresso (Shibboleth)

27 SPs (PoCs) – Python, Java and PHP

5 IdPs

11 SimpleSAMLPHP

3 eduroam testbed

9 OpenID Connect

5 Proxies 



10 top research topics in GIdLab

1. Interoperability between IdM Sytems

2. Implicit authentication

3. Non-Web Authentication

4. IoT Device Authentication

5. Virtual Organizations – VO

6. Integration with cloud solutions

7. Federation and eduroam monitoring

8. Self Sovereign Identity

9. Attribute-based access control mechanisms

10. Federated application development





What is the value proposition of 
GidLab for experimenters?



Value proposition of GidLab

Reduce the learning curve 
in using and integrating 
GId technologies

Cost reduction for 
developing solutions that 
require authentication 
and authorization



Challenges and Opportunities



RD&I Project – Evolution of GIdLab (6 months)

Experimentation with
Decentralized Identity

experimentation LAB for SSI with 
blockchain, based on the 
Hyperledger INDY

Eduroam and 5G
literature review and for mapping 
the requirements on the 
integration of the eduroam
service with 5G mobile networks.

Ongoing project



How to evolve GidLab?

Scale team with greater 
predictability of resources

More academic partners or 
IAM experts

RNP's business areas help in 
the sustainability of the 

service

More scholarship students



Where do we want to go in the coming years? 



GIdLab Future

Have a good quality service that 
helps RNP in decision-making in IAM

Increase the human capital that 
knows and develops IAM solutions

Longer evolution projects to address 
more complex problems

International partners to collaborate
and use the GIdLab



Thanks! Q&A

Michelle Wangham – RNP

michelle.wangham@rnp.br 



When spiders weave together, 
they can kill a lion

- African proverb


