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Brazilian Academic Federation
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Account Takeover (ATO)

✓ easy-to-guess passwords

✓ same password in multiple accounts

✓ phishing and social engineering

✓ brute force attacks 

✓ purchase leaked passwords



80% of attacks against web applications 
were using stolen credentials

Data Breach Investigations Report
Verizon



Multi-Factor 
Authentication 

(MFA)



Our path...



RD&I project: GT-AMPTo (2017  - 2019)

Principal Investigator
Prof. Emerson Mello (IFSC)

V3.3



A solution for supporting MFA in Shibboleth IdPs in 
accordance with REFEDS MFA Profile

MICHELLE WANGHAM

Coordinator of the Identity Management Technical Committee,  RNP (Brazilian NREN)



Key Features



IdP MFA Project (2021-2023)

REFEFS MFA profile

Shibboleth IdP v4.1+

Modular and extensible

TOTP (v.1) and WebAuthN (v.2)

User experience (self-service portal)

Accountability



Features for users

Enable or disable 2FA 
(TOTP, WebAuthN)

Register trusted 
devices

Choose the default 
2FA technology

Easy to use

backup 
codes

user
portal



Features for users

IdP Login 

the user can change the 
current second factor



Features for IdP operators

Exclude the second 
factor

List users who have 
second factor enabled

Grant/remove 
the support role 

Monitor the 
logging of each 
user's actions 

IdP operator
portal

Install the IdP with the MFA solution OR install only the MFA solution



MFA Benefits

Robust authentication

SP may require only 
MFA

Use the IdP MFA for its 
internal services

Comply with a 
Brazilian regulation 

(cloud services) 
Institutions



IdP MFA Archicteture



IdP MFA Architecture



IdP MFA Modules



MFA Orchestration
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Current and Next steps



Proofs of Concept

• IdP PoC

• SP PoC 

IdP MFA Development (4Q 2021 – 4Q 2022)
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IdP MFA Development 

• UX  requirements

• Database

• Log and audit 

• Parameterizations

• Other requirements

• Software Testing
St

ep
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2022

We are here!

Reviews and Pilot Deployment  

• Gray-box testing by RNP CSIRT

• Code reviews

• IdP MFA VM and scripts

• Documentation

• IdP MFA pilot at RNP (December)



2023 roadmap

➢ 1Q: Pilot Evaluation (RNP)

➢ 1Q: Communication campaign

➢ 2Q: IdP MFA v.1 available

➢ 3Q: Usability Survey (NPS)

➢ 2Q -3Q: WebAuthN Module

➢ 4Q: IdP MFA v.2



Software registration and open-
source code to community



IdP MFA Project Team

Prof. Emerson Ribeiro de Mello (IFSC)

Prof. Michelle Wangham (RNP – RD&I)

Sarom Torres (RNP – RD&I)
Felipe Cardoso (RNP – RD&I)
Reinaldo Matushima (BrainyIT startup)

Laerte Belotto (RNP - CAFe)

Jean Faustino (RNP – CAFe)



Thanks! Q&A

Michelle Wangham – RNP

michelle.wangham@rnp.br 

Demo


