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The Preamble

Automation architecture and design intent
Brief digression into weedy IAM details

Context around team and process
Invitation to participate



The Stack
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The architecture:
● Infrastructure under management:

○ Optical: Ciena 6500s, Ciena Waveserver 5s
○ Packet: Cisco 8201/8202s (NGI), Juniper EX4600 (SMN)
○ Other devices in progress or planned for the future.

● Configuration management applications:
○ Optical: Ciena Manage, Control, & Plan (MCP)
○ Packet: Cisco Network Services Orchestrator (NSO)
○ Source-of-Intent: Netbox/Nautobot
○ Other applications in progress or planned for the 

future.
● Middleware API that abstracts/unifies functionality:

○ Community, Sessions, Policy: Foundational access 
control and authorization framework integrated 
w/InCommon IAM services.

○ Looking Glass: Updated version of current Router 
Proxy service.

○ Prefix Management: New workflow for prefix 
submission and BGP peering session management.

○ Virtual Networks: Updated and enhanced version of 
OESS/CC services.

○ Other API services in progress or planned for the 
future.

● User-facing CLI and GUI tools and interfaces:
○ I2 Insight Console: Central landing page and 

convenient access to all Internet2 network services.
○ Other tools planned for the future.
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The integrations:
● Business services:

○ Could be integrated to provide organizational, 
contractual, or billing information.

○ Includes Salesforce, LinkSquares, et al.

● Document service:
○ Single point-of-documentation to enhance 

management of all Internet2 Network Services-related 
service documentation.

○ Provides an API for searching and retrieval to allow 
embedding specific documentation at point-of-need.

● InCommon Federated IAM:
○ Externalizes and distributes all credentialing and 

attribution.
○ Relies upon services maintained by Internet2’s Trust & 

Identity division.

● Ticketing & Tracking:
○ Integration to external ITSM system(s) for service 

requests and general workflow management.
○ Includes ServiceNow as our initial integration.

● Logging, Analysis, & Reporting:
○ Central aggregation point for system and audit event 

logging.
○ Current focus on Splunk and/or New Relic.

Business 
Services

Document
Service

InCommon
Federated

IAM

Ticketing
& Tracking

Logging, 
Analysis, & 
Reporting

[ … ]



[ 6 ]

The intent:



The Weeds
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The InCommon integration:
● Technically, integration with the Internet2 Identity Services

platform.
● Authentication:

○ Via home identity provider, using familiar SSO credentials,  for 
any eduGAIN/InCommon-affiliated organization.

○ Alternatively, via an Internet2 Guest Account, if you don’t 
currently have a home identity provider.

○ Note:
■ If you’re interested in getting into the business of 

running an identity provider, Internet2 has identified 
several InCommon Catalysts to help you get started.

● Identity:
○ Authentication links you to your Internet2 identity.

■ msimpson @ Internet2 -> mike.simpson@at.internet2.edu
■ aadams @ UA -> alice.adams@at.internet2.edu

● Affiliation and attribution:
○ Identity is associated with organizational affiliations and roles:

■ “Alice Adams is a network engineer at the University 
of Arizona.”

● Policy and authorization:
○ Affiliations and roles intersect with policy configuration to 

determine authorizations for specific functions in the API and 
tools:

■ “Network engineers can view BGP peering session 
information associated with their organization.”
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The Context
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The team:
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“Infrastructure Systems & Software” (“ISS”, “NS-ISS”, “I2-NS-ISS”)

Focused on:
● Network modeling, automation, and orchestration software
● Network performance testing and monitoring
● Network telemetry collection and analysis

Skill sets (“NetDevOps”):
● Network Engineering (“Net”)
● Software Development (“Dev”)
● System Administration & Operation (“Ops”)
● (Through contractors:)

○ User experience design (“UX”)
○ Front-end web development (“UI”)

Staff:
● Mike Simpson (Director)
● Karl Newell (Network Software Architect)
● Shannon Byrnes (Senior NetDevOps Engineer)
● James Harr (Senior NetDevOps Engineer)
● Mark Feit (Principal Software Engineer)
● (Contractors:)

○ Christopher Green (UX/UI)
○ Gabriel Pompa (UI)
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The process:

… is pipelined:

… and incremental.



The Closer



Take Insight Console for a test drive

usability.ns.internet2.edu
Plaza Room 5
Drop-in or schedule in advance

http://usability.ns.internet2.edu


feedback.ns.internet2.edu

1
4

What should Insight Console do?

How can it be improved?

Share and vote on ideas.

http://feedback.ns.internet2.edu


Thank you!
Mike Simpson
Director, Infrastructure Systems & Software
Internet2 Network Services
msimpson@internet2.edu
520.314.3899


