
Down in the weeds with apologies:
Introducing NS API and the I2 Insight Console.

Mike Simpson
Director, Infrastructure Systems & Software
Internet2 Network Services
msimpson@internet2.edu
520.314.3899



I2 NS API



[ 3 ]

Establishing a session:

Business 
Services

Document
Service

InCommon
Federated

IAM

Ticketing
& Tracking

Logging, 
Analysis, & 
Reporting



[ 4 ]

Establishing a session (1):

GET https://api.ns.internet2.edu/v1/sessions/ping

[ HTTP 200_OK ]

{
    "i2nsapi_package_version": "0.7.1",
    "i2nsapi_api_version": "v1"
}

GET https://api.ns.internet2.edu/v1/sessions/login
[ HTTP 302_FOUND ]

Location: https://login.at.internet2.edu/Saml2/sso/redirect?SAMLRequest=[ … ]

[ HTTP 302_FOUND ]

Location: https://console.ns.internet2.edu/

Refresh
Token
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Establishing a session (2):

GET https://api.ns.internet2.edu/v1/sessions/refresh
[ HTTP 200_OK ]

(no content)

R
Bearer
Token

Refresh
Token

8 hrs 15 mins

{
    "id": "d220f84e-ec94-4605-aaa9-56163b6a8a2b",
    "iss": "arroyo",
    "type": "bearer",
    "iat": "1668787828",
    "exp": "1668813928",
    "sub": "mike.simpson@at.internet2.edu",
    "given_name": "Mike",
    "family_name": "Simpson",
    "email": "msimpson@internet2.edu",
    "description": "Mike Simpson (msimpson@internet2.edu) - mike.simpson@at.internet2.edu",
    "attrib": {
        "roles": {
            "i2": ["superadmin"],
            "i2/mcnc": ["orgadmin", "neteng"]
        },
        "authorizations": {
            "i2": ["core"],
            "i2/mcnc": ["core", "peering"],
            "i2/mcnc/duke": ["peering"]
        }
    }
}
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Querying the Looking Glass:
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Querying the Looking Glass (1):

GET https://api.ns.internet2.edu/v1/lookingglass/ping

[ HTTP 200_OK ]

{
    "i2nsapi_package_version": "0.7.1",
    "i2nsapi_api_version": "v1"
}

[ HTTP 200_OK ]

[
   {
       "name": "agg1.ashb",
       "location": "Ashburn, VA",
       "type": "Aggregation Router",
       "platform": "ios"
   },
   {
       "name": "agg1.dall3",
       "location": "Dallas, TX",
       "type": "Aggregation Router",
       "platform": "ios"
   },
   [ … ]
}

GET https://api.ns.internet2.edu/v1/lookingglass/devices

[ HTTP 200_OK ]

[
   {
       "name": "ping",
       "help": "Ping from router to supplied destination",
       "platforms": [
           "ios"
       ]
   },
   {
       "name": "show bfd",
       "help": "Show bfd information",
       "platforms": [
           "ios"
       ]
   },
   [ … ]
]

GET https://api.ns.internet2.edu/v1/lookingglass/commands
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Querying the Looking Glass (2):

GET https://api.ns.internet2.edu/v1/lookingglass/execute?targets=core1.tucs&command=show+version

[ HTTP 200_OK ]

{
   "targets": [
       "core1.tucs"
   ],
   "command": "show version",
   "parameter": null,
   "filter": null,
   "outputs": [
       {
           "target": "core1.tucs",
           "output": "Mon Nov 21 18:04:36.972 UTC\nCisco IOS XR Software, Version 7.3.3 
LNT\nCopyright (c) 2013-2022 by Cisco Systems, Inc.\n\nBuild Information:\n Built By     : 
ingunawa\n Built On     : Sat Jan 29 10:33:37 UTC 2022\n Build Host   : iox-ucs-060\n Workspace    
: /auto/srcarchive16/prod/7.3.3/8000/ws\n Version      : 7.3.3\n Label        : 7.3.3\n\ncisco 8000 
(Intel(R) Xeon(R) CPU D-1530 @ 2.40GHz)\ncisco 8201 (Intel(R) Xeon(R) CPU D-1530 @ 
2.40GHz) processor with 32GB of memory\ncore1.tucs uptime is 10 weeks, 9 hours, 38 
minutes\nCisco 8201 Chassis w/ 24x400GE QSFP56-DD & 12x100GE QSFP28",
       }
   ]
}



[ 9 ]

Exploring the API:
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Exploring the API:

GET https://api.ns.internet2.edu/docs

GET https://api.ns.internet2.edu/openapi.json



I2 INSIGHT CONSOLE
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